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Goal & Agenda

● Goals:
○ Gain familiarity with SSH
○ Use a SSH Config file

● Agenda
○ Overview of the SSH protocol
○ A little bit of cryptography
○ Some practical examples

● Who am I?
○ Software engineer who deploys 

code
○ Startup background
○ Not an infrastructure or 

networking expert



SSH Protocol



a definition of a secure way to 
communicate

The Secure Shell 
Protocol (SSH) is a

that allows you to execute programs 
securely over the internet

cryptographic network 
protocol

operating network 
services securely over 
an unsecured network. 

for



How did SSH become ubiquitous?

● Created in 1995, the beginning of the internet era
● Widely distributed open source implementation, OpenSSH
● Flexible architecture that is highly extensible.
● Supports many use cases



Protocol

● Client-server 
architecture

● Three sub-protocols: 
○ Transport
○ User 

Authentication
○ Connection



Cryptography Detour



Symmetric 
Cryptography

● Parties exchanging 
messages needed to 
have access to the 
same shared key 🔐.

● Symmetric because 
the same key works 
in both directions.



Asymmetric 
Cryptography

● Asymmetric algorithms 
rely on key pairs ( 🔑 + 
🔒 )

● A message encrypted 
with one key, 🔑, can 
only be decrypted by 
it’s partner, 🔒

● Algorithms are based 
on “one way” 
mathematical function.



The Practical Bit



Use Case: Generate 
An SSH Key For Git



ssh-keygen



Key Files



Key Files



Git



It works!
But it’s not easy…

We can make it easy by adding a 
config file.



Config File



Client ~/.ssh



Use Case: Run An 
Application In The 
Cloud



ssh <user>@<host>



It didn’t work!
What went wrong?

-v to the rescue!



Transport Layer Issues



User Authentication Layer Issues



authorized_keys



It works!
Let’s make it easy…



Add Host To Config



Bonus Config Feature: scp & sftp



Bonus Config Feature: scp & sftp



Use Case: VPC & 
Bastion Server



Context: Bastion Hosts

● Even though SSH is secure, like anything 
else it can be compromised.

● If you have a large infrastructure, rather 
than leave all the servers open to the 
world, lock down all but one host and 
funnel all traffic there.

● This is what is called a bastion host, or a 
jump server.

● Most often this is the only host that has 
SSH enabled to public IPs



Use Case: Access A Host Through Bastion Host

You need see why something is failing on my 
application server? You need an SSH tunnel!

ssh -J <bastion user>@<bastion host> <user>@<host>
ssh -J ec2-user@bastion ubuntu@app-server
ssh -J ec2-user@50.17.34.8 ubuntu@10.0.0.5



It works!
Let’s make it easy…



ProxyJump Config



ProxyJump Config



Use Case: Access A Resource Through Bastion Host

You want to run locally against a test database, 
but it’s inside a VPC. You need port forwarding!

ssh -L <local port>:<database host>:<database port> <bastion user>@<bastion 
host>
ssh -L 3307:db-server:3306 ec2-user@bastion
ssh -L 3307:10.0.0.12:3306 ec2-user@50.17.34.8



It works!
Let’s make it easy…



Use Case: Access A Resource Through Bastion Host



SSH can do 
many things.

A config file 
can make it 
easy!



Thanks!
To Women Who Code, and you!
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